ABSTRACT
INTRODUCTION
Visual data such as image and video can be easily copied, altered and distributed over the internet without any loss in quality. Therefore, the protection of the ownership of multimedia data has become a very challenging issue. Watermarking is the process of embedding hidden information called a watermark into the digital media, such that the watermark is imperceptible, robust and difficult to remove or alter [1] . In recent years, attacks against image watermarking systems have become more complicated [2] . In general, these attacks can be classified into two broad categories: signal processing and geometric attacks. While signal processing attacks reduce the watermark energy, geometric attacks can induce synchronization errors between the encoder and the decoder of the watermark. As a result, the decoder is no longer able to detect the watermark. Robustness to geometric attacks is still challenging in the image watermarking community. Most existing watermarking algorithms focus mainly on embedding watermarks into grey-scale images in spatial or frequency domain. The extension to colour images is usually accomplished by marking the image luminance component or by processing each colour channel separately [3, 4] . Kutter et al. [5] suggested embedding the watermark in the blue channel, because the human eye is less sensitive to changes in this band. Lian et al. [6] suggested that the watermark should be embedded into the green component. This is because the loss of energy of the blue and red components is higher than the green component when the watermarked image is attacked by JPEG compression. However, the human eye is more sensitive to changes in the green band. Barni et al. [7] introduced another colour image watermarking method based on the crosscorrelation of RGB channels. However, it has relative high computing costs and low processing speed since the full-frame DCT is used for three colour channels. Kutter at al. [8] investigated watermarking of luminance and blue-channels using a perceptual model, which takes into account the sensitivity and the masking behaviour of the HVS. Nasir et al. [9] suggested embedding the watermark into luminance component of the color image and use image normalization technique to reduce the effect of synchronization errors. However, this method cannot resist cropping attacks. Several grey-scale image watermarking methods have been developed to overcome of synchronization errors caused by geometric attacks. These methods can be roughly classified into template-based, invariant transform domain-based, moment-based, histogram-based, and feature extraction-based methods. The template-based watermarking methods are based on embedding a template in addition to the watermark to assist the watermark synchronization in the detection process. This may be achieved using a structured template embedded in the DFT domain to estimate transformation factor to resynchronize the image [10] [11] [12] . In [13] [14] , watermarks are embedded in affine-invariant domains such as the Fourier-Mellin transform or log-polar domain to achieve robustness against affine transforms. In [15, 16] , the watermark is embedded in an affine-invariant domain by using generalized random transform and Zernike moment, respectively. However, watermarking methods involving invariant domains are difficult to implement due to the log-polar mapping [17] . Based on the fact, that the histogram is independent of the position of the pixels, the authors in [18, 19] presented histogram-based watermarking approaches. However, these approaches suffer from robustness limitations under histogram enhancement and equalization attacks. To overcome the issue of synchronization, feature points are used as reference points for both watermark embedding and detection. In [20] , Mexican hat wavelet method is used to extract feature points. In [21, 22] , the Harris detector is used to extract the feature points. However, Mexican hat wavelet or Harris detector are sensitive to image modification. In [23] , the end-stopped wavelets feature detector is used to extract feature points. To resist image geometric attacks and to eliminate synchronization errors between the watermark embedding and the detection, this paper presents a robust color image watermarking scheme, which combines the advantages of feature points extraction and image normalization and investigates watermarking of luminance and blue-channels by modifying the DCT coefficients values in selected blocks.
The rest of this paper is structured as follows. Section 2 describes the proposed watermarking scheme and section 3 presents experimental results. Conclusions are drawn in section 4.
THE PROPOSED WATERMARKING SCHEME
The block diagram shown in Fig. 1 provides an overview of the proposed watermarking scheme. First, the Luminance (Y) component in YIQ (Luminance, Hue, and Saturation) or the blue component in RGB (Red, Green, and Blue) color models is obtained from the original image for embedding the watermark; second, wavelet based feature detector is utilized to extract steady feature points from the B or Y component of the original image; then the circular regions are normalized by image normalization process. To enhance the robustness, the watermark bits are embedded into all circular images. Finally, the watermarked image is reconstructed. During the detection process, we claim the existence of the watermark if one copy of the embedded watermark is correctly detected in one embedding circular region. 
Feature Extraction Detector
Monga et al, [24] proposed an iterative feature detector to extract significant geometry preserving feature points. The detector determine the feature points by computing a wavelet transform based on an end-stopped wavelets obtained by applying the first-derivative of Gaussian (FDoG) operator to the Morlet wavelet. Monga et al, [24] evaluate the performance of this detector with three commonly used detectors that are Harris corner detector, the maximally stable extremaly region (MSER) detector and Hessian Affine and conclude the feature detector based on endstopped wavelets is the most robust. Therefore, in the present scheme, this detector has been adopted to extract the feature points. The feature detection process can be divided into the following steps:
For each image location, the wavelet transform is computed as given in reference [24] (ii)
The significant features points are identified by looking for local maxima of the magnitude of the wavelet coefficients in a pre-selected neighbourhood.
A threshold is applied to eliminate spurious local maxima in featureless regions of the image.
To determine the regions for each determined feature point for embedding the watermark, a search is carried out within a circular neighbouring region whose radius is set to be R. If the detector response at the centre of the region achieves local maximum, the feature point is selected. Otherwise, it is discarded. To obtain non-overlapping regions, the most stable feature points are first selected. Then, any feature points whose corresponding region overlaps with the selected feature points are excluded.
Image Normalization
Synchronization errors between the embedding and the detection of the watermark may be introduced by geometric attacks such as rotation, shearing and translation and although the watermark is still present in the watermarked image, it can no longer be detected. Image normalization techniques developed for pattern recognition [25] can be used to overcome this problem as suggested in [26] . In the proposed scheme, an image normalization technique is performed on extracted circular images.
Watermarking Embedding Process
We assume that the watermark of length w N is a binary and denoted by } {
, which is a key-based PN sequence. The private key is shared with the detector to make decision whether a given watermark is present or not. The watermark is embedded into DCT coefficients of M×M block. The proposed watermark embedding process is described as follows.
• The Luminance (Y) component or the blue component of the original image is selected to embed the watermark.
• The feature detector based on end-stopped wavelets is applied to the image to determine the feature points as described in section 2. These feature points are used for the reference centers of circular subimages for watermark embedding and detection.
• For each determined feature points, search within a circular neighbouring region, whose radius is set to be R to extract non overlapped circular images for embedding the watermark.
• The normalization process is applied to each extracted circular image.
• The normalized circular image can not be transferred directly into frequency domain.
Therefore zero-padding operation could be performed on the normalized circular image.
In the proposed method, a subimage is extracted from the normalized circular image because zero-padding operation will introduce error after applying the inverse DCT transform method.
• The discrete cosine transform (DCT) is applied to a selected 8×8 blocks of the subimages.
• To achieve robustness against common signal processing attacks, the low frequency coefficient of the selected DCT block is used to embed the watermark. In the proposed scheme, the DC coefficients are kept unmodified and the first four AC coefficients in zigzag order are selected to embed the watermark. In order to reduce the visual degradation on the watermarked image, the number of AC coefficients for embedding a watermark bit in each selected DCT blocks is set to 4. This is because using more coefficients for embedding a watermark bit will cause more distortions of the watermarked image.
The watermark embedding process is carried out by quantizing the absolute value of the second largest DCT coefficients in the selected DCT blocks to the nearest values 0 M or 1 M as shown in Figure 2 by dashed vertical lines. The watermark embedding algorithm can be described as follows: Firstly, the length of embedding intervals for bit 0 and bit 1 is defined as given in (1)
where 0 L and 1 L are the length of embedding intervals for bit 0 and bit 1, respectively. L represents the number of embedding intervals and 1 AC is the absolute value of the largest DCT coefficients selected from the first four AC coefficients in zigzag order. Secondly, to embed watermark bit 0 or bit 1, the absolute value of the second largest DCT 
Watermark Extraction Process
The proposed watermark extraction process is performed without use of the original image. In the extraction process, the first six steps are similar to that used in the watermark embedding process. The watermark bit is extracted as given in (4 W is the extracted watermark bit and 0 L and 1 L are the embedding intervals for bits 0 and 1, respectively. The extracted watermark is then compared with the original embedded watermark to decide a success detect. The normalized (NC) given in [22] is used to evaluate the similarities between the original and the extracted watermarks. 
EXPERIMENTAL RESULTS
The watermark imperceptibility and robustness are evaluated by using 10 different colour images of size 512×512 including Lena, Peppers, Baboon, Lake, etc. In the experiments, a pseudorandom sequence of size 16-bits is used as a watermark and the radius of each circular image is 71.
Watermark Imperceptibility
The distortion of an image depends on the watermark length, the number of quantization levels for embedding the watermark, the number of extracted sub-images and the number of AC coefficients for embedding a watermark bit in each 8×8 DCT block. The larger the number of AC coefficients used for embedding, the more significant the distortion. Also the more the quantization levels (L) for embedding watermark bits, the smaller the distortion. In the other words, increasing the number of quantization levels leads to a small change in the AC coefficients. Hence there is a trade off between robustness and imperceptivity. The Peak Signal to Noise Ratio (PSNR) is adopted to evaluate the perceptual distortion of the proposed scheme.
The PSNR values for ten watermarked images are between 39 and 53 db. These values are all grater than 30 db, which is the empirically tested threshold value for the image without any perceivable degradation [21] . Taking Lena, Peppers, as an example, the watermarked images and circular feature regions from Y component are shown in Figure 3 . 
Watermark Robustness
To evaluate the robustness of the proposed watermarking scheme, various common signal processing and geometric attacks were applied to the watermarked images. These attacks include JPEG-lossy compression, median filtering, low-pass filtering, Gaussian filtering, and cropping, shearing, rotation, row and column removal attacks. As an example, results for some geometric attacks are shown in Figure 4 and Figure 5 . Table 2 and Table 3 summarize experimental results by applying common signal processing attacks on Lena, Peppers and Baboon images watermarked in RGB model and YIQ model. For JPEG lossy compression attacks, the quality factor varied from 30% (high compression) to 100%. As can be seen from Table 1 , the embedded watermark in Y component can be correctly extracted even under JPEG compression with a quality factor as low as 30%. As shown, better performance is achieved when the watermark is embedded in Y component than the B component. This robustness is achieved by embedding the watermark into the low frequency coefficients of the DCT, which are less affected by JPEG compression attacks. For filtering attacks, the watermarked images were subjected to median, low pass and Gaussian filtering. As shown in Table 2 , more robustness to these attacks is achieved when the watermark is embedded in Y component in YIQ model. Table 3 shows that better robustness is achieved when the watermarked in embedded in Y component. As can be seen, the watermark can be correctly detected when the watermarked image attacked by geometric attacks. The proposed scheme overcomes the synchronization problem caused by geometric attacks by combining the advantages of using image normalizing and geometrically invariant feature points. Robustness against cropping attacks is achieved because the normalization process is applied into sub-images rather than the entire image.
The performance of the proposed watermarking scheme in YIQ model is better than RGB model due to the following factors:
(i) Loss of energy of the blue component is high when the watermarked image is attacked by JPEG compression or low pass-filtering attacks [6] .
(ii) The blue component of an image in RGB model is more sensitivity to rotation because such a geometric transformation is based on interpolation which is a low-pass local filtering that affects the high frequency content. Consequently, the watermark is less robust to the rotation attack when is embedded in this component.
The more distortion on the blue component, the less accurate normalization angle can be used at extraction. 
CONCLUSIONS
This paper presents a robust colour image watermarking scheme, which is designed to be robust against both signal processing and geometric attacks. In order to eliminate synchronization errors between the watermarks embedding and the detection, perceptually significant feature points and image normalization technique were used. The reference image is not required at the detector. The watermark is embedded into the image luminance in YIQ model or in the blue channel in RGB model by modifying the DCT coefficients values in selected blocks.
Experimental results show that the proposed scheme succeeds in making the watermark perceptually invisible and also robust against various signal processing and geometric attacks. Further research is to improve the results by using the color components of YIQ model to determine the feature points.
